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1. Dynamic Host Configuration Protocol
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Introduction to DHCP Server

The Dynamic Host Configuration Protocol allows servers to assian, or lease, IP addresses to computers and
ather devices that are enabled as DHCP dients. Deploying a DHCP server on the network provides computers
and other TCP/IP-based network devices with valid IP addresses and the additional configuration parameters
these devices need, called DHCP options. This allows computers and devices to connect to other network
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DHCP Server Select the network connections that this DHCP server will use for servidng dients.

Network Connections:
1Pv4 DNS Settings. e Toee T
TPv4 WINS Settings 192.168.1.2 o
DHCP Scopes
DHCPy6 Stateless Mode:
1Pv6 DS Settings.
DHEP Server Authorization
Confirmation
Progress
Results
—Details
Name: Local Area Connection
Network Adapter: Local Area Connection
Physical Address: 00-0C-25-45-25-7D

<previous || mext> |

Cancel

-0 Jsd
23 9 L=l DNS ;4w ol @ialy als Wb “Specify IPv4 DNS Server Settings” dadis 0 1

...\335Se.‘SNeXt(SJJJT\QT\')‘LF:\:..A&:\SJJ‘J‘JQJSEDNS)Jﬂw‘)dTMﬁJQJH

Add Roles Wizard x|

ﬁ;ﬂ Specify IPv4 DNS Server Settings

Before You Begin
When dients obtain an IP address from the DHCP server, they can be given DHCP options such as the TP
Server Roles addresses of DS servers and the parent domain name. The settings you provide here wil be applied to dients
DHCP Server using IPv4,
Network Connection Bindings Specfy the name of the parent domain that cients wil use for name resalution. This domain wil be used for al

scopes you create on this DHCP server,

1Pv4 WINS Settings Eoenf donsT:
[Bigfirm. com
DHCP Scopes
DHCP6 Stateless Mode
e Specify the IP addresses of the DNS servers that dients will use for name resolution. These DNS servers wil be

used for all scopes you create on this DHCP server.

DHCP Server Autharization
Preferred DNS server IPv4 address:

Confirmation

[182.188.1.21 validate I
Progress
Results

Alternate DNS server IPv4 address:

192.168.1.22 validate I

More about DNS server settings

Cancel

<orevious [ next= |

F-0 Jsub

suliicul «Sa & 50 WINS 5 5 5w 3 anslin “Specify IPv4 WINS Server Settings” dad.n 50 .V
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Add Roles Wizard

% Specify IPv4 WINS Server Settings

Before You Begin Whgrg.d»‘evﬂlsnht_mﬁgnlPadd(ﬂsf‘mmmem,ﬁﬂwm&mmmmﬂmmaamew
‘ i adliresses of WINS . The settings you provide here vl be applied to dients Using TFvs,
Server Roles SEVEER f
SR st & WINS iz ot required for applications on this netiork

Network Connection Bindings

IRADNS o= ooy WIS is requrred far applications on this network

fy m of

i ws= for pame resolioon, Thes:

DHes scopes

DHCPVE Stateless Mode
IPv6 DN Settings.

[IH(P Server Authorzston

Corffirmation
Frograss:
fesults

More shout WINS server settings

<orevoue [ veas> | il Cancel

0-0 Jsii

Wi Gl s b oslanl 1 Sl 5 50 (sla Scope wiil 53 oo “Add or Edit DHCP Scopes” dads 50 A
slaadiio “Add Scope” o aiy 5o 5 80 et 0l SIS Add (55,53 Scope (o S Ll cuga
B (a2 b BS) St (LS ) e (LG 5 g9 oea] Scope al) .o o)l g 1, Scope
._\;C\S gS:JSNext [EXBR NN OK EHoR LA.L‘fé J;LASS :)‘ o .(Default Gateway 9 454.:2.)3:)

Add Roles Wizard i X
ﬁi‘ Add or Edit DHCP Scopes
Before You Begin A scope is the range of possible IP addresses for a network. The DHCP server cannot distribute TP
addresses to dients until 3 scope s created.,
Server Roles
Scopes:
Dk e Name | 1P address range. | Add..,
Network Cannection Bindings
Add Sco x
1Pv4 DNS Settings = = J
1Pv4 WINS Settings. A scope is a range of possble TP addresses for a network, The DHCP server J

cannot distribute IP addresses to dients untl a scope is created.
~—Configuration settings for DHCP Server

DHCH
DHCPv6 Stateless Mode

: Scopet
IPv6 DNS Settings ECe (B
DHCP Server Authorization Starting IP address: [192.188.1.50
Canfirmation Ending IP address: [152.168.1. 200
Progress Subnet type: |Wired (lease duration will be 8 days) |
Results 5 -
Brepeacs ¥ Activate this scope

Addorselectase o wation settings thott propagate to BHCP dient

Subnet mask: [255.255.255.0

Default gateway (optional): |192.153‘1‘1|
More about adding E o

<PrEvmus| Next > | Install | Cancel |

PO Jsud
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Slealail (Ll 4S 0 iS el 0l 65 o 7 Configure DHCPV6 Stateless Mode”dadum 58 4

“Enable 435 a la IPV6 1 suliiaul wend aqilin . pd b asls Gls 032 5 IPV6 (slau 0]

.S LIS Next (5900° 8 83 a3 oAt “) DHCPV6 statel
Add Roles Wizard i
ﬁi’ Config DHCPv6 Statel Mode
Before You Begin DHCP Server sipports the DHCPYS protocol for servidng TPv6 dlienits. Using DHCPvS, dients can automatically
canfigure their own IPy6 addresses Using stateless mode, or they can acquire IPv6 addresses in stateful mode
Server Roles. from the DHCP server, If routers an your network are configured to support BHCPyS, verify that your
e selection below matches the router configuration.

Netwark Cornection Bindings

Select the DHCPvS stateless mode configuration for this server,
IPv4 DNS Settings
P4 WINS Settings (¥ Enable DHCPVE stateless mode for this server

DHCP Scopes TPv6 dients will be automatically configured without using this DHCP server,

" Disable DHCP stateless mode for this server
After installing DHCP Server, you can configure the DHCPYS mode using the DHCP Management console.

IPv6 DNS Settings
DHCP Server Authorization

Confrmation
Progress

Results

More about DHCPv6 stateless mode

< Previous | Next > I Instz]! Cancel

ess mode”

e

V-0 Jsd

DNS gy )53 IPVE Lusyal &5 b g3 5o lasdss “Specify IPv6 DNS Server Settings”

‘L;A.A.A‘)d AR

J_SS&S.}KNCX‘Z(SJJ)—:\’QJHJJ‘J‘JDNSJJHQL‘”‘)&IPV6L}UJJTin‘;c‘t‘..;l‘
(..\e:;g9&3"_)‘adéﬁf‘}iJ:\B‘da_}o_}AAleASJl:sB‘_}ADNS_}\gwle:\IPV6uu_).é“-‘\a_:..tts%)

Add Roles Wizard
%ﬂ Specify IPv6 DNS Server Settings
Before You Begin
Vilhen clients obtain an P address from the DHCP server, they can be given DHCP options such as the TP
Server Rales addresses of DNS servers and the parent domain name. The settings you provide here will be applied to dients
using IPv6.
DHCP Server
Network Connection Bindings Specify the name of the parent domain that dlients will se for name resolution. This domain will be used for ol
scopes you create on this stateless TPv6 DHCP server.
IPv4 DNS Settings
e Parent domain:
[Bigfirm. com
DHCP Scopes

DHCPVE Stateless Mode
Specify the IP addresses of the DNS servers that dients wil use for name resolution. These DNS servers will be
used for all scopes you create on this DHCP server,

DHCP Server Authorization

Preferred DNS server IPv6 address:

Confirmation
IFECD::1111:2731:E2FF:FE96:C253 validate

Progress

Resulis

Alternate DNS server IPv6 address:

FECO::1111:2731:E2FF:FE96:C284 validate

More about DNS server settings

<orevious [ next> |

Cancel

x|
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Use Current 438 .0 fpaal fy 595w yaao oL “Authorize DHCP Server” dad o j3 .\
sde Hlad oS ad 5 LS 4 S o)) wiS KUK Next (555 5 83 503 AN | Credentials

xl

ﬁ Authorize DHCP Server

Before You Begin Active Directory Domain Services (AD DS) stores 2 list of DHCP servers that are authorized to service dients on
the network. Autharizing DHCP servers helps avoid acddental damage caused by running DHCP servers with

Server Roles incorrect configurations or DHCP servers with correct configurations on the wrong network,
ki Spedify credentials to se for authorizing this DHCP server in AD DS.

Network Connection Bindings

1Pv4DNS Settings ¥ Use current credentials

1Py 4 WINS Settings The credentials of the current user will be used to authorize this DHCP server in AD DS.

DHCP Scopes User Name:  [BIGFIRMYadministrator

DHCPvG Stateless Mode

1Pv6 DNS Settings

€ Use siternate credentials

Confirmation Specify domain admiristrator credentials for authorizing this DHCP server in AD DS,
Progress User Name: [ Specify.
Results

€ skip authorization of this DHCF server in AD DS
1 This DHCP server must be authorized in AD DS before it can service dients.

More about authorizing DHCP servers in AD DS

<orevious [ next> |

Cancel

-0 Jsud

3 S e suly LaS sladdats ) glendla “Confirm Installation Selections” dadea ;0 .\Y
e bk @ ceat slilae B udlas ShTe g su sy S Tnstall (555 50 olalas ol saaliee

Add Roles Wizard x|
%ﬂ Confirm Installation Selections
Ly
Before You Begin
i} To instsll the follawing roles, role services, or features, dick Instll,
Server Roles. D ) s
)
e 1) infermational message belaw
‘Netwiairk Corinection Birdings () This zerver might nieed to be restarted after the installation completes, 1]
TPy DN Sattings ~ DHCP Server
1Py WINS Settings MNetwork Connection Sindings : 192,168, 1.2 Py
e 1Pv4 OIS Settings
DHCP Scopes DINS Parent Domain : Bigfirm.com
DHCPVE Siateless Mode DINS Servers : 192.168.1,21,'192,168.1,22
Pv6 DS Settrigs WINS Servers : None
. Scopes
DHCP Server Autharization Tame Scopel
Defu Gty i
m Subnet Mask : 255.255.255.0
TOE 1P Address Range ¢ 193,168/1,50 - 192,168, 1.200
Resufts Subnet Type : Wired (lease duration wil be 8 days)
Activate Scope ¢ Yes
DHCPYS Stateless Mode ¢ Enabled
1PVE DINS Settings £
DINS Parent Domain © Bigfirm.com
DINS Servers : focli1111:273 1562 fe06:c283,
farfe=1111:3711 2 HF-felh-r 984 ll
Print, e-mail, or save this informstion
< Previous | Inztal I Caricel

Vom0 s
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J sS4 DHCP « Administrative Tools « Start yuwe 31 ol 53 oo comad Jal yo aladl 31 Guy Y

S ay e S1ws DHCP s s

‘¥ puce (ol x|
Fle Action View Help \
e |2 m[XEk =D |
MName [ [ Actions
| &5 ———
L BIPve
® [ Superscope SuperScopel More Actions »
@ [ Scope [192. 168, 1.0] IPv4-Scopel
® [ Multicast Scope [Multicast Scope]
.3 Server Options
B 7 Fiters
B P
3 Server Options

JJDHCP)\Q)—A.UJ-A(S‘J‘M%AA__CAA_A.UJJ::)J‘.\_”\:\SQ.AQJALLO\\—O JS.A.’L)JG‘)&:AL«A
sobas) cga oladu S cand 5a 5o e (g5 SUK Lol s sa s IPVE 5 IPVA ceacd
J=B cad ol Sl eaan S 8 sae Jad sladl Ho 4 caaalie LIS ol 0 sa g LaScope wu saae

.A‘A“.\:LA‘JAJ“);WJ‘)._\A‘)y‘JJJ|JAOf‘A,{L;LAMJA.MwaJLAJ

$93S pla g8l gl o DHCP Authorizing \-0-0

09 Slae (sla g yen Cacu 348 o 55w Ol 4S8 s oo Gaels (DHCP s gun3) DHCP Authorizing
Lda 3 sae i Lo sm (o B 4 a0l i 0 SaS 4y 5 08 5108 (55558 nls S
slalease «Siyl J 5l 138 oo alagl DHCP LIS w5, 5o JSidio 50 Y gans 5 yame oy 98 5L g3 S
0.5 383 e il 381 1 €S S5 ol ol i j8 e 4Sat JAI & 15T 5 05l ulal lan
sals smla Jobs 1y 5 s i ol Slas Glos,lS ik 31 4S Lease asaad cacel 530 cacal (S 4l
LS, 1 el

S s lpoolS 0 5 s 4kl st Slae (5,558l 5581 (gl «S il s DHCP
o3 5558 5l 551 50 Slace eluadl Gusol a5 59 w3l DHCP g5 [P (0l Sus oobe
50 50 Slas GLATP o ygd 5oty asa usal 8 s 1ad DHCP s 5w 40 51 a3 ol aiils
b aalsa da e € b o sloal aiS g 1y Gosal 45 35 00 53 i o saiena (555500
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S Jlia 1) 55 Jalse

.S 520 1, DHCP & 5330 J 5u$ DHCP « Administrative Tools « Start jscus 3
S LAl |, Unauthorize 43S 5 80 g el 5 KU 5 5 500 a6 (5555

T =

| Al Acion Vew Help |
=] AlnRE e = |[Hlm |
2 orice Hame. | | Actions

S e | 57 —
EH gy Py Add; e Bin o

WPVE

) suvers [ More Actions ’
| Seope ..

| Multics Badcup

3 Server | REEDE..

E Fiters | Al Tasks ¥
R —_—
13 server View ¥

[ [

i

=

Delste.
Refresh
ExportList...

Properties.
Help

Remove authorization for thie server in the dirsctary

\Y-0 Jsu

YeSL;J‘)‘)__'.A\yiu.o‘).‘ﬂ.]éL',b..o‘)\s6&@‘3&)49@3&1@&&1&33&#&»@)‘&1&
Al KGR
once x|

Removing authorization for this server from the directory wil

|\, cause the DHCP server to stop responding to dient requests. Are
YoU sure you want to do this?

v
V-0 Jsud

39 »alls authorize 443X Unauthorize 43S (slas b Hb cpl i el )UK g5 2l

I, authorize €3S 5 63 gad sl S KUK 5 g 5w al (5953 il (SIS 55 5 9 5w Authorizing cuga
S el

Al

.Y

DHCP s LaScope ¢ yaa0 g alaal -0

DHCP 5 s (1 45 ol IP (slapu 50T 31 (sl sans Scope cass S oLl Ws oS shailas

L@JTJl‘alé_S)_Asl_HJGJ‘JJ‘ADHCPJJHO&Q%C)L#@MS::JJJ\g.ailwt_:\i‘)ﬁ:i
G S goabe |y a0 B )93 o HIS Gl b o sad alag) o glite sledlal 5 elaalas L slaScope
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Scope alaal ¢

Scope lma i guis Sy ¢

Exclusions 4 Reservations (gau Say ¢

Scope options ‘s:Ja.\: .

Scope oS Jlad e g Jlas o

Superscope slaul ¢

((s2ayuin slaScope) Multicast Scope slasl ¢
DHCP L Dynamic DNS (g5l aa )L @

IPv4 4aScope alaal \-F-0

el (Sas dg Sl g o alasl “New Scope Wizard” als 4 (59,535 51 saliiosl b Scope b
o Sl Scope K il o) alK Lol caaials 80 S slaul 5 Scope S DHCP o alKia 0
G slaScope Glsts bl 4 a5 Ly 4S ol 2 5Y (plialis o al s 1S slasks
Iy LS ol g3 oo Scope @ pal,y ([Slal Sledal (iils SIS g g 51 S 0 gad slaal 5 g 59503
) as,le oledbl ppl o Sasle Gl
S o Aliews Address Pool w51 oS Gjuwm .
WS e go00 sold Calaal gl oS olagu,al e
... 5 DefaultGateway DNS _yu,u] Jio i palsii Scope o) yon 4 Wb aS (g pulie ¢

S ol LT G803 L Ly s 55505 Seope slat csls sl ool bl LLSAT

i JLia 1y 3 Jalse Scope alan) cga . sad alan) w14 5 JolS Scope

.AMASSQQQ“JNEWSCOI)C GﬂngéJJAl@-ubsSe.KIPV4 GJJ‘):\)J)J.“‘AL}X:))J A

Fo g

Fle ‘Acton View  Help |
&= HERE. = |HE |
T orce Name I

23 2. bigfirm. com ip\m
B BPVE

More Actions 13

. Mew: Superscope. .,
£ New Multirast Scope, .

Define User Classes...
5 ¢ Define-vendor Classes...

Recondle All Scopes., .
Set Predefined Cptions:,,
Refresh

Propertes

Help

|Create a new scope

VF-0 sk
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S KUK Next (59,52 “Welcom to the New Scope Wizard” dadis ;0 .Y
RN P O32lon malide ans g5 5 Scope ol “Scope Name” dads o .Y

New Scope Wizard

Scope Name <
You have to provide an identiying scope name. You also have the option of providing
= description

Type & name and description for this scops. This information helps you quickly identify
haw the scope is to be used on your retwork.

Name: |5cDDel

Description |Tms is an example scops

VO-0 Jsuki

=S 30l Bl Gy iS5l 5 1, Scope Gloly 5 p g - ousa) “IP Address Range” dadem ,u ¢

Length crawad 31 asil 53 oo o1 5uad3 (5150 .0 5eb g0 darulas €055 sk Subnet mask dau 0]

aose o9 it oleMbsl G ega) o g olanl S o g mask B suls uds 157 slacas slaas
(A0S daad 5o J gl Juad 45 Subnet nmask 4sulas

IP Address Range <
You define the scope address range by identfying a set of cansecutive IP addressss

~Configurstion settings for DHCP Server

Entter the range of addresses that the scope distributes

Start |P address: | 152 168 2 . 10
End IP address: 192.168. 2 .150

~Configurstion settings that propagate to DHCP Client

Length: 24_:1

Subnet mask. 255.285.255. 0

\P-0 s

a2l s dlds je ju 4SS @LAUHJJ O 5 il 93 oo “Add Exclusions and Delay” dadin ju .0
LAJJJ_H.»JC)‘):\J\S‘L)(DHCP w.f\,).‘.u“,\uljl..ul Q)ubd\,&@.‘m“)@uéd\gm:%lbdﬁ
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olasksii aladl 5 uy i€ (adidie | a5 & DHCPOFFER (slaalin Jlul sl als
S SIS Next (5952

New Scope Wizard

Add Exclusions and Delay o
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of @

DHCPOFFER message

Type the IP address range that you want to exdlude. f you want to exclude a single
address, type an address in Start [P address only.

Start IP address: End IP address:
152.168. 2 .20 [152.168. 2 . 30 Add
Excluded address range:

Remoyve.

Subnet delay in mill second

=7 |

0
<Back [ Net> | Concel

\V-0 Js

Ommans Gle)y (ol S Gadiiie | (s,lal) Lease Gl wae wiil 93 oo “Lease Duration” dadis 5o 1
Olad ol a0ty Hlate € suliieul TP Lujul Sl il g5 o Sus 4o B )€ S € u€ o
A:\.S‘L_Ja.\:\4.3:\3..3\9&.\.:@‘JJJMJJ‘)AT.\:;JJIGAJCAM‘JJJM

Hew Scope Wizard =

Lease Duration
The leass durstion specifies how long & chent can wse &n IP sddress from this scope

Lease & typecally sal o Eh ime the computeris
connected to the same physical netwark. For mobiie networks that consist mainly of
computers or diaup clenls, shoder lease duralions can be usshid
Likawae, for 3 stable network: that consats mainly of deskiop computers at fued

lacations, langer lease: durations are mare appropriste:

for scope leases when his server

Set fhn
Limied to
Days:

,-—Hs -

(MIM:IW

VA-0 s

) Jal e 4elal 5o LaADHCP Option (guis jSay alasl cyga “Configure DHCP Options” dadis 50V
Next (g 95 5 83 9=a3 LAl |, (Yes, I want to configure this option now) J sl 43S syl 9

(s st 3l 5 sa Scope sl 31wy 15 et ol o g0 €238 LATI L) S KK
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New Scope Wizard — i

Configure DHCP Options
You have te corfigure the most comman DHCF options before dients can use the
scope

Vihen cierts obtain an address, they are given DHCP options such as the [P
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope

The seftings you sslsct hers are forthis scope and ovemide seftings configured in the
Server Options folder for this server.

Do you want to configure the DHCP optians for this scape now?

" Na, | wil corfigure these options later

< Back Next >

Cancel

VA-0 Jsud

Scope ol yu 4S  sLaDefault Gateway L Router (o a1 Router (Default Gateway) dadns o

A

5w SIS A (55550 ouosT 09U 95l 5 o S ks 1 w58 e 18 suliil 5 e

I Ll eyl 5 iy il g oo 5u Down 5 Up (sladaSs 3 soliiel b .u s 3Ll cacu yg

S S Next 55, liloe aladl 51 g S s

New Scope Wizard — i

Router (Default Gateway)
You can specify the routers, or defauit gateways. to be distibuted by this scope.

To add an IP address for a router used by clients, enter the address below.

IP address:

[192 1682 1 Add
Femaove

lip
Do

:

< Back I Nexl:l

Cancel

I, DNS 5 5men g 4hels ol 0 b 53 5o &laalsiS Wl “Domain Name and DNS Servers” dadia Hu

Y0 Jsid

A o solanl OVDNS 5y 3 Ol oS glaialy @b Parent domain ciand o .asa0 aladl

IP uyal s plo = TP address g Server name ciamcud 5o .0sS 0l |, (Bigfirm.com Lol ,4)

0ol OT L oo il 00 S oo L) cau 58 4 asa s S gum o g saad i Liel
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Domain Mame and DNS Servers
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P ouJij‘q.LB “WINS Servers” dad a0 10K g 80lELL WINS 950 51 aSuh j0 4l N

{028 KR Next (555 52 w3,M5 (559500 (i 3lin) wa€ KK A (55552 5 80903 85l5 15

e sempe s

WINS Servers
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S e

YY-0 Jsub
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Onand |y Scope (o g Jlad e b Jlad il 55 oo Active Scopes dadis o aslaadais LG 51 Gy Y
S SIS Next (55508 9 8958 AT, ol 43S apla

New Scope Wizard

Activate Scope
Clierts can cbtain address leases only if a scope is activated.

Do you want to activate this scope now?

(% ¥es, Twart to activate this scope now!

" Na. | will activate this scope later.

< Back Next > Cancel

YY-0 Jsui

€ KK Finish (g5 “Completing the New Scope Wizard” dads ju Y

New Scope Wizard

Completing the New Scope
Wizard

You have succsssfully completed the New Scope wizard

To close this wizard, click Finish.

< Back I Finish I Cancel

YE-0 Jsd

IPv6 44 Scope alasl Y-£-0
SLESTPVE Hu 1,57 slasl & gal pols ad wud Ll IPV4 Lo Scope slasl s a3 b S 1y ¢S
S o 15 25 Jal e Scope ulao) o asas
S Ol New Scope 43S 5 80 g3 conal 5 LS TPVE (55553 soomw al 535 o9 )
S S Next (550 “Welcom to the New Scope Wizard” dads 5o .Y
Next 55558 9 83503 3,05 OF Hselom maiie oavs 53 5 Scope ali “Scope Name” dads 59 ¥
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New Scope Wizard

Scope Name S
You have to provide an identfying scope name. You also have the option of providing a
description

Type a name and desciption for this scops. This information helps you quickly identfy
haw the scope isto be Lsed on your netwark.

Name: [[F& Scopet

Description: |This is an example scope in IPve

YO-0 Jsd

S an i ol Jumd HoaaS sl 1, IPV6 sLagu,al 0 5y asb “Scope Prefix” dads Ho ¢
3 glaad S e gy b palh gt bopsh 58 5 sk S £ 55 din 4 IPVE (slausa]
) alsle Laws gl oyl

(esi) 5o saliiu) J(8) global unicast (slau,al (sl 2000::/3 o

(s 4 4oy bl ) yo suliicl) Link-local unicast (sla w,al (sl FE80::/64 o

L Julaeculs S sugaas 5o soliiwl L) Site-local unicast (slayw,al sl FECO::/64 o
(IPv4 o o gemnr sl usal

(sdpain o saliil) Multicast sla sl sl FFFF GFF00  #
coa HIPVE sLa sl o sa) vl sud suliiel FEC0:0:0:1 L FECO:1 ROV N PR R

G s Hlea ol sud a0 a8 ciand Hlga Wstin ol Ho g Wlewd ST S0 VT e

asil 53 se 3 Preference cracud ) 4S aadls didls do (a€ o 5uid Lagadle slagu,ul s 5l

S i | Scope Gl e gl o)

Scope Prefix S
You have to provide  prefix to create the scops. You also have the option of providing 2
preferance value for the scope

Entter the |Pv6 Prefix for the addrsses that the seope distributes and the
preference value forthe scope.

Prefic EE G
Pref [
erence =]

< Back I Next » I Cancel

YP-0 Jsd
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YY-

O S Laal i o S, TP s ual 3 (glou suns Al 53 o0 “Add Exclusions” dades 3
Ol 5 (FECO:1:C500:BD40: 1111 Laul 50) g5 ouoa] camlad (yaaad o g suliiod DHCP
S ygd a3 0SSO A (5950 9 83503 0l |y (FECO0::1:C500:BD40:FFFF sl ,4)
Cramead oo YV=0 JS8 50 4S 0aal didls o8u) wi SUKNext (5550 o 3 a5 5 48L3)

Iy s slacia s Wb Lad 5 wilsad 435 S I 50 (a8 ke Hshs  FECO:_ lagu ol Jyl

New Scope Wizard

Add Exclusions S
Exclusions are addresses or a range of addresses that are not distributed by the server

Type the IPv6 address range that you want to exclude for the given scope. i you want
to exclud & single address, type an idertfierin Start IPvE Address only.

Start [Pv6 Address: feeD: [T.C500BD40.1111
End IFvE Address: fecD: [5:C500 BD40FFFF A |
Remove

Excluded address range

cBack | Ned> Cancel

W-0 Jsd

(Lagaiile bouu 53 TP Luyal 3 suliinul Loy as) Lease Loy oae wb “Scope Lease” 4ads u

...\:s:;SS:L‘SNCXtL;JJJ.}JhJ‘J‘:@HJ‘a:)YCJLA&J&I&.A&SSO&&AJ‘J

New Scope Wizard

Scope Lease S
The lease duretion speciies how lang a iert can use an 1Py addwss obtained from this
scope

Lease durations should typically be equal to the average time the computer is
connectad to the same physical network.

1~ Non Temporary Address{IANA)
1~ Prefered LifeTime
Days. Hours: Minutes:
= E=| L=
~Valid Life Time
Days: Hours: Minutes:
12 _13 [} _|:j| [} _|:j|

< Back Neat > Cancel
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) 53 o laaid 51 gleada sualice 31 Ly “Completing the New Scope Wizard” dadis 50 .V
olABI I, Yes 458 Active Scope Now cramead o .aesiS fyaanl | Scope (o s Jlad e b Jlad

.Af:S;SfJSFinishc;‘,‘,):‘JuJ.d

Mew Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

The scope summary is as follows
Prefix: FECO:1 /64

Non-Temparary Address Lease
Vald Lifetime 12 Days 0 Hours 0 Minutes
Prefemed Lifstine: 8 Days 0 Hours 0 Minutes

Activate Scope Now.

To close this wizard, click Finish

<gack | Fmen | Cancel
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Provide information for a ressrved client within this scope
e i [ e Reservation 2
Frovids rfemmation for a ressrved el
Reservation |
Reservation rame
Pv6 Address: fecl: ¥ o [me 1
DUID: [ MAC pdress
JAID: | Desciption:
Desciption: | 5‘:’;’:‘""
Ll =
 B0OTF
=
IPv6 IPv4
Y¥-0 Jsub
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Predefined Options
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ol 80k cin ygd pelaial (LB (sLaOption alad & oy 0l

General | Advanced |
Avalable Options | Descrption |
[ 002 Time Cffset UCT offset i
[ 003 Router Array of rout
[1 004 Time Server Armay of time
1005 Name Servers Array of na_n'ﬂ
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Hytes

oK | cancl | sopy

¥O-0 Jsui



2008 R2 g ot 598339 S yao § (533 S8

YYA

(Data Entry) s ad Sub ciacd 3 5 su g Jlas 1y o 4 b gy S5 Option K A ciga
S SIS OK (59558 culgd 5o wasas palaial | 5l g5 50 s0lie

Y

L s (51 53 DHCP ) g s (g0 Sy ¥-A-0

(550 esSs (sLaOption 5 80 gad (guiss 5 S 15 OlyulS Wil 5 co 4Sad juae Class 5 suliiel b

JDHCPJJﬁJJwMJ%‘hPﬁJ‘Jmm&‘JJ.JﬁJLAC‘&J;JAL;LAJSw\S

S a1, DHCP ¢ ysue J 5«u’S DHCP «Administrative Tools «Start jyiius )

i GlAD) |, Define User Classes 438 5 83 s03 cuul 5 SIS IPv4 ‘QZ.T XY

| ¥ once ===l
| Fe Acton View el |
le = #m|E e = [Hlsx |
"J DHeR Conitents of DHCP Server | status | Actions-
i im e R
B G i) | 'Scope [192, 168, 1.0} IPv4-Scopel == Active **
B Gy PvE Display Statistics.,, | Scope [192. 168.2.0] Scope2 = p e Mare Actions 3
e Scpe 7| Multicast Scope [Multicast Scope] == Active =
Mew Superscope..,, ;3 Server Options
Mew Muiticast Scope.. ¥ Fitees

YF-0 Jsid

S UK Add 48 (55,552 <DHCP User Classes” s yady 0

Avallable classes
MName | Description [

Default Routing and R...

User class for remote access cfi...

Default Network Acces... Default specisl user class for Re

Defsutt BOOTP Class

User class for BOOTP Clients

Edt

il

V-0 Jsd

L;JJ‘HJAJJ.AS.AJ‘Jle%mtu.ZJ‘;u;IDJDiSplay Namec_w.....i",l‘New Class b)@.’\..g‘}d

s B T4 aal;y 50 Slaws 5 Description cracd 51wl 55 o Grinas .0 SUK OK
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Display name:
[Ciass
Description:
D: Binary: ASCII:
0000 25 %
Coe
YA-O Jsuki

sals L& “DHCP User Classes” & yaly 5o dales gad olasl S IS OK (55550 SUE 5) s 0

S KUK Close (59 5 -0 g oo

Configure Options 43X § 83 ga3 ciul ;LIS Scope Options (s 9553 DHCP o pas J g€ 50

Genersl  Advanced |
SRR [DHCP Standard Options =l
User class: iﬂasﬂ j
Avalable Oions Defauk BOOTP Ciass
[ 002 Time Offset Defaul Network Access Protection Class
O 003 Router g;au: Gnulmgg and Remote Access Class
NNA Tima Sanrar aul 'Ser Liass
2 N
A Data entry

oK || Canedd | Al

¥a-0 Jsud

S ST s gad (B 523 4SS WIS User Class cuad 51 9 Advanced 5 50 Y

.%ﬁS«S&‘SOK@J‘)xQﬁ@)dﬁéd‘dmuﬁ‘wxgb‘).'&sd‘)‘g,ccsuoption A

Selyly ol an s ipconfig  gieus S ol 55 o GolS A GuS bl palialal cuga

il o ;) @pse b sienn (ol K sulini) /setclassid

Ipconfig /setclassid <adapter name> <Class ID>
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O G ID Golaial cga S oo suliiol aSus IS fpain 5 5 500el8 K (55550 4l
1S soliienl 3 L siean 5 sl g3 e L)
Ipconfig /setclassid * <Class ID>
QTMQ@WBQJL}&JAL&‘L%L}%J‘(*)QJLLJJ«SJQL)AA@‘)QJLA&QT:.L&AJQ@LAB‘ID
S a)ls ) @osee ool 5o G ) aole

rem start name with “Local”
Ipconfig /setclassid Local* <Class ID>

rem name Include “Con”
Ipconfig /setclassid *Con* <Class ID>

IPv4 s Superscope Gia g ulaal 4-0
olaial jul, Ailie aScE 5 aadia s usal 483 oo 85l DHCP 5 5w 4 Superscope
o New Superscope 43S 5 suliiocul L Superscope slanl .amas 53 S8 aSed SO o)) 0,8

Superscope s alasf V-4-0
1S Jlis |y ) Jal e Superscope slasl cuga
.aS ;2 DHCP «Administrative Tools «Start yaeus 3115, DHCP & ysu0 J geulS LN
L5192.168.3.2 (slass so-as Lo Scope 5o (V\=1-0 cuomud) New Scope 4w ’S 5l soldiwl s Y
S olanl 192.168.4.127 5 192.168.4.2 5 192.168.3.127
S LAl |, New Superscope 4R g 80 ga3 cul ) SIS TPV (55555 .Y
A KUK Next (g 5,58 “Welcom to the New Superscope Wizard” dasdis ;3 ¢

S SIS Next (55,552 9 83943 9l g 1, Superscope als “Superscope Name” dadis o .0

Hew Superscope Wizard N

Superscope Name =
You have to provide an idetiying superscops name

Name: [SuperscopeT

¥oob Jsd
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Slaul 4 Scope 50 el sa 0l il 8 s 50 (slaScope cawnd Select Scopes dadis Hu

S KUK Next (5950 9 su g oAl W S

Select Scopes

You create a superscope by building a callection of scopes, .

Select one o mare scopss from the listto add tathe superscope:
Available scopes

[192.168.1.0] IPv4-Scope

[152.168.2.0] Scope2
[

< Back Next = Cancel

V-0 Jsudi
Ol s alas) olaalss 5l (gl 4adla “Completing the New Super Scope Wizard” dadis 50 WV

S SIS Finish (g 95 5 -0 9 oo 80l0

New Superscope Wizard i

Completing the New Superscope
Wizard

You have succsssfully completed the New Supsrscope
wizard,

The following superscope will b created
Nams:  Superscopel
Scopes included in this superscope

[152.162 3.0] Seope’
[132 168 4.0] Scopsd

To close this wizard, click Finish.

< Back I Finish I Cancel
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| Scops [192.168.4.0] Scoped

" Scope (182, 168, 1.0] IPvA-5copel

| Scope [192,168,2.0] Scope2

% || Multicast Scope Multicast Scope]
5 Server Opticris

i (7] Fiters

B 3 IPve

FY-0 Jsudi
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Superscope Sia
e8a .S OLATI | Delete 43S 5 80 3-ad cal ;G T (55558 Superscope Ks C3ia ciga

ol JLat slaScope s L;_,:ﬁi: Superscope So Baa S anil Al

Superscope 4 Scope (ya 938 Y-4-0
S Jlis 1y 5 Jal e Superscope S 4 Scope (3 558 caga

< Ol |, Add to Superscope 4K 5 80 gad canl 3 SGIS JI5 5 50 Scope (59550 -

B35 50 Superscope .o g oo suls LIS 5 ew (5150 sad GALLE (slaSuperscope aled cousl ¥
S S OK (5505 9 e85 Al

Add Scope 192.168.2.0 to a Superscope _'?’5'
Select a superscope for this scope.

Availsble superscopes:

cocn

YP-0 Jsid

Superscope 3 Scope Sia

=83 3y 9—0 SCOPE (5 9y ms SUPEISCOPE dec gams sy H3 Superscope S )l Scope di-a cga

.S a3l | Remove From Superscope 4’8 5 80 g3 cavul , SuIK

Superscope (oS Jlad jus g Jlad ¥-4-0

5 03 ad el 5 K T (595 5 Superscope L s Scope s oS Jladyue b g5l Jlad cuga
L Scope oS Jladyue Lo S e il il 4 o3 .00 Glamsl | Deactive Lo Active 4
Lease civul sa 59 |JJA—4 Aol g ulo aaalea evwn S, wsa s glalease () s ,IS Superscope
caislad

IPv4 (5| o Multicast slaScope alaal V1=
S5 S5 L LS, ol slas cnile & oS w8l o 31 L ( oAy wia) Multicasting
Sl ade Sl Sides SIS Golalad 15858 LS, LA 5 5selS 5 (glaSas b aSds 50 a5 gapelS
S b el 5o i€ Jlupl e 5u Ol Sl golaad G 1 e b Sy S sl o
sobasl e el urew 5 0B aaalsa Lol oS o J,3 |, Multicasting alasl <K MADCAP ol



Sl asalss a1 Multicast g g3 5l Seope s (su S

'MADCAP Js3 553 s ol V-1 0

SLbla ) 50 it Kas aledhl il o 9 TP olagu il Galiaial g)se Y gass DHCP (s gse
(5128 p 53 (pain Multicasting 51 suliical Ly o b o suliiwol (S 40 ) 7 23 (S
ol Gl o 4K ool g ol gl o g 5 239.255.255.255 15224.0.0.0 Ly yul 3 dil1aa A g yul
L o))y oS i g o 35103 Multicast (gla e 50l L (Class D) D IS gla eyl iy € g0 5153
w3 oSy & Multicast s o (1sSae il yu csga) 03l 55 o L yal ool 5l sulised 5 il b
il 5l 5 Jsnaa IP (gl el 4o 4q S

40y sl 0 DHCP S 33 polhio 05K solitend wls o5 sl 51l e 45 &K o5, Lal
23 5 &Ko @ sl il TP (glayyol Galiaial cga (posyen ool ) S valgan (S
"(ETF) il (i 8555 s 30 5l © s 533 (515 sl susd a5 il 5
58 soliiual 5y g Mulficast (slas 5o5IS 50 K390 col slay S alsb |y MADCAP ol & K550
duad 4 Alsy MADCAP ) s I8 (JS5 g3 ol 51 suliiead L ity oo DHCP JSG g 50 dandi § 3,8 g0
oaal gh 38y gpen H1) Multicast g g3 51 olaLease aul g5 oo gidls Gully Multicast Ko 9 oS 5Lk
aulad

s i Ko 51 el 595 g ol 0iiend pgo o 5lS iy (5]l MADCAP  DHCP
gt Lol gl 43,8 )<<y guy8 b YMADCAP 5 550 L DHCP 5 50 (lgie 5 0315500 55 50u S5
S olaiyen 5 gbes w65 o OlyaslS itl saagdle sl aga g g0 ol Glis @Bl b g las dlail
b 511, Unieast (g yul S MADCAP ()] 55 LS ool SIS 13 sulii..) MADCAP L/ 3 DHCP
S =il o

walaidl ol LS @ |, LaOption oleMal Lease sul i s 43 5 o DHCP <€ sutl )y <o 63
G 1, Multicast (gL usol 030 5 o lah g cos (651€ (i aladl 4 ;8 MADCAP & e 45 a8

.MJ@L&IQ‘*_,ISLJL_&Q_,P

Multicast Scopes slas) Y-\ -0

1S Jlaa 1y yey Jal o Multicast Scopes ulacs! maga

1. Multicast Address Dyname Chent Allocation Protocol
2. Unicast
3_ Internet Engineenng Task Force
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I, New Multicast Scope 43X 5 60 a3 ccal y SIS TPV4 (6 95,3 DHCP ¢ a0 J s 53 .
S ola)

S KUK Next (s 955 “Welcom to the New Multicast Scope Wizard” aads j0 .Y

Next (s 550m 5 83503 0,5l 5 Scope 3 aal,y aas 63 5 ol “Multicast Scope Name” dadis o .Y
S K

Hew Multicast Scope Wizard _

Multicast Scope Name S
You have to provide an identifying mullicast scope name. You also havethe
aption of providing a description

Type a name and deseription for this multicast scope. This information helps you quickly
identify how the mulicast scope is to be used on your network:

MName: IMum:asl Scopel

Desenption: | This is an example Muicast Scope

< Back Next > Cancel

FO-0 s

59 5224.0.0.0 Lu,ul Start TP address cracd 3 -3 5 oo auly LES “TP Address Range” daadn .6

sosad 3ols 1y ) sae 505 'TTL ceand o .aiS o5l 1, 224.255.0.0 Lual End IP address coacd

Saal sae Gl a8l H5u) 39,8 e oA 4 s b Multicast o SU maa 4S5 3 0l Gialao
(wlad po paddie 1) w58 oo 1,8 suldinl o 50 Multicast aul 8 53 S SlAGL Haue

New Multicast Scope Wizard

IP Address Range S
Yousetthe range of IP addresses that define this mullicast scope.

The valid |P address range is 224.0.0.0to 239.255.255.255.

Start IP address: (224. 0 . 0 . O
End IP address: | 224.255. 0 . O

Time to Live (TTL)is the number of routers that muticast traffic passes through on your
twork.

TTL: 1=

< Back I Next > I Cancel

¥5-0 Jsib

959 3wl Guaad | Exclusions sl yu,al 83 gans avl 83 oo “Add Exclusions” dadis 50 .0

.S LK Next

1. Time to Live
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DHCP S5 g 53 a3 y3d0

New Multicast Scope Wizard i

Add Exclusions >
Exclusions are addresses or a range of addresses that are not distributed by the

server.

Type the I address range thet you want to exclude. ff you wart to exclude a single
address, type an address in Start 1P address only.

Start IP address: End IP address:

Add

Femoyve

Excluded addresses:

< Back Next > Cancel

V-0 Jsudi

a0 ks Gl Gl S el |y Tease o)y e ail 63 0 “Lease Duration” d4ads o

S SASNext 5953 «Olel e walald 51 g a0 555 ¥

New Multicast Scope Wizard

Lease Duration N
The lease durstion specfies how long a client can use an IP address from this

muliicast scope.

Lease duration should typically be the length of time the mulicast address is expected to be
in continuous or dedicated use on the same netwark or for the same group of computers
Because multicast addresses are shared by groups of computers, the duration of multicast
|eases can typically be longer than that of other scopes. For example, a multicast lsase might
be used to set up a video corference.

Setthe duration for muicast scope leases when distributed by this ssrver

Limited to
Days: Hours: Minutes.

(22 [o2 [ o2

< Back Next = Cancel

FA-0 s

i e |y Scope (o g Jlad jue Ly JLabd uil 5 o “Active Multicast Address” dadia o
.A&SSS.QKNGXtLSJJx‘géJ‘}QQL;Q“JNO ‘La:s;

New Multicast Scope Wizard

Activate Multicast Scope 5
Clierts can recsive messages only i a muticast scope is activated

Would you lis to activate this muticast scope now?
& Yes
" No

F4-0 Jsb

4K KK Finish (g5, “Completing the New Multicast Scope Wizard” dadis o
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yeu

Multicast Scopes &luaddio aalais Y-\ -0

caenlad B Ly g suly 5adS |, Multicast (slaScope wliaddio w55 oo daScope 5ulew aiiles

S Jloa 1) 55 Jalse LIS (ol alasl 6l

S LAl ), Properties 5 80 gad cucal 5 SUK 515 o 5 50 Multicast Scope (5553

o= ) General (5 0 .8 9 o suly L2 “Multicast Scope [Scope name] Properties” & yas

e Ol mae Scope (Ll 5 g5 sLagusal Scope als wile Slaidas wil 5 oo 8 5a

4380 alasl | Scope 4 pal, (Slass g5 g Lease Glo) wae (TTL) Ladiews

Generdl | Lifeiime |

(3 Mticast scope

X

Name: [Muticast1
Start IPaddess:  [224. 0 . 0 . 0
End IP address: 24.255. 0 .0
Time to live: 1 _,:
Lease duration
& Limtedto:
Days: Hours:  Minutes
0= =] =]
€ Unlimited
Description: I
ok | Ganes | Al
W
Ov—0 Jsii

Scope (o 8 iy sk S Gl |, Scope Guss Jlad Gl cae w55 e S lifetime (3 o

Al B e W o slal pala slanla g, (51 s WaScope () s Lol ol Jlad dtian (5] s
38 4l HLS ol alal cga ot B sl Ay s s 0 1) LT Guss Jlad Gle) e
awlad s 13T s Jladjae cela t2ub 5 susad LA, Multicast scope expires on

Multicast Scope [Multicast1] Properties
" General  Lifetime |
Multicast scope lifetime:;

= Infinite

" Multicast scope expires on:

3/ 172012 j o |;,5;;_-;,; =

2|

o 1

Cancel |

Apply

OV-0 Jsuki

A

.Y

Y
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DHCP L DDNS (53l da ,Liss 110

OlolS Sl (Sl U (s s (Sl 5508 Blgi oo Gls 59 4 DNS g5 ole Ml
JJDHCPJJJ_a.udM‘@LA\}eJJ&JJJtJ—ES@fN&‘DNSJJJM4_3|JJ\9$ u,uJJTDHCP
i aal 530 alas) Wi (gui Say (DDNS) 'L g3 DNS 51 suliiesl (5155 15 DNS 5 pes 45 355

Zs;.u-ul ‘aL_;S‘ J::B c’a.a.u KEISE DDNS 643_4‘,53,3

Sled OIS (5555 L O olaalsis 5 alal Scope S pelas 5o (593 ,Say S) Scope las ¢
i il gd Jleel Scope

JLac! LaSuperscope o LaScope 4l (5950 15 lasai o) g puw pelass (s 5oy Server las ¢
S ge

Olsme 4.8 Sy DDNS 1 el 5158 <€ 0 5ls glos gaas 4 (S (50 Sy el AT
JJH@a_‘.u‘)Jl‘)DNS &LAJJJ#‘J:HS@QMDMCASA‘GJJ#G@MC%LAEJJMJEM

DHCP o DNS osleMLs) by jep V-VV-0

S JLSaTs 55 Jalse g s b g Scope o Hu 4n Slasliss Sles 5503 51
S olaml |, properties g a0 gad ol SAIK 85 5 g0 5 5 s b Scope (g 9550 )
- olawl |, DNS 3 IPv4 Properties/Scope Properties s yaty 53 .Y

General NS | Network Ascess Protection | Fiters | Advanced |

You can setup the DHCP server to automatically update authartative DNS
servers with the host () and pointer (PTR) records of DHCP dients

IV Enable DNS dynamic updates according to the settings below:

' Dynamically update DNS A and PTR records only i requested by
the DHCP clients

© Mways dynamically update DNS A and PTR records
[¥ Discard A and PTR records when leass is deleted

I~ Dynamically update DNS A and PTR records for DHCP dlients that do
ot request updates for example, cients running Windaws NT 4.0)

~Name Protection
DHCP name protection can be enabled/disabled using Configurs
buiton, These settings will be used as the defaul seftings for all new
scopes configured on this DHCP server.

DHCP name protection is disabled at the server level

Corfigure

ok | Caneed | s |

OY-0 sk

1. Dynamic DNS
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il oo 533 9l se Jol& DNS (5w oo sualine 0V—0 JK& o a5 shailan

JLasdyae L Jlas 4535 () :Enable DNS Dynamic Updates According To The Settings Below ¢
WS o J>US I, DNS 5 5 8] aa s Lease oledal ol g DHCP 5 50 U155 o S
il e5 05 S5 Wb 43S () DDNS (g5ladlad g

:Dynamically Update DNS A And PTR Records Only If Requested By The DHCP Clients ¢
09 als e sl Ol il g3 50 o s 58 188 @S WS o WNel DHCP g5 4 43S (0l
DDNS 43 « S DHCP ¢} 5, LS el Jlas 43S cpl S Sley caas alash | (Sl 595 DNS
WJla o o al e sls Laal o1, DNS glag, S5 Sl 5gos ail o3 ool aiiilss Jeals
sls3las) 4 Server 2008R2 5 Server 2008 Server 2003 Vista XP 2000 sla) gos 5 ol s,
A8 el A 50 Sl 58 Ol ()0 45 Alleua wiad ga

s9as Iy DHCP g ,wu X o) :Always Dynamically Update DNS A And PTR Records ¢
S a e Siels (K35 l 4 S aan aladl K alad (gl 1) (Pl S5 € 0 o
Omal 4o Sy g 05 Jlad LT (g5 DHCP 4S5 LlaslSis 5l Sl S50 oledbs
Mac (glagadls 5 lS) Gl sl o Lol oo g Jles ) (Print Server Jia) ui,las ole Mol
SL8A) 5o 15 DNS ssledlal HLSusa Sl S50 4S aau oo o5lal (Linux § Windows NT OS
b s

DNS oledb! gl oS 35l 43S ) :Discard A And PTR Records When Lease Is Deleted ¢
Jlas a8 ol ailin e oo padiiie 1 w8 oo 75 O alail glo so Lease K b b e
Sos—e o3 (g b xal g 33a Lease alal (Lol 53 DNS eledb (wdls saj)sa Si3) wnly
aal s 55065 T (s),s DNS ele Ml 5 Lease [licl aladl 3 Guy sl Jlas ue 43X ol &S
W)

Dynamically Update DNS A And PTR Records For DHCP Clients That Do Not Request .
O S st po sl (5153 DNS. ey 550 oledl udi aalyd &ely 43Syl {Updates

(odien plaal
DHCP L DNS (5 jls da ks Y-11-0
S Jsa 5 55 Jal e DHCP LDNS (g5l da S oy

A;L:S b..\L.;:\l‘ |‘) Properties K] QJJAS ;;....;b@lS IPv4 [EX BB DHCP C,x;s);sd-o dy..;S BE) A



Yea DHCP <G g 53 cu3 aae

S olamil |, DNS 3 “IPv4 Properties” s oy 53 .Y

g 9 83 s=a3 JLad |, Enable DNS Dynamic Updates According To The Settings Below 43S .Y
Dynamically Update DNS A And PTR Records Only If Requested By The DHCP Clients 43S
A olaml ],

9) <ol JLas 35 Discard A And PTR Records When Lease Is Deleted 44 S 4S @ g (ialas .8
(S JUa3 13T 5 gl i

83 S Jlae! elaalsss B 0 SUKOK (55550 -0

-sai 1,7 TPv4 Properties” syt 1

DHCP olLcas g o,Uss VY0
9ol wboome 5 ool s pad Giadls Jla ol L ol 5 aslas 5 b @l s 45 DHCP
QJLBSJLL;.;Q.A:«__.ulqlJJ.JJ;CB|J4:\AAL|JSw W oo aladl S0l slaslS S o5l 50
DHCP slasaloslSly 5 asliy o slahls b (9 S,IS DHCP (slacillas o3 DHCP (glaLease

-=ala sy aaal ga DHCP u LaScope EQJ‘J&_\.}B K

DHCP slaLease ju & yUss \-\Y-0

ol sudi sulw Hlics LaLease 3 oylls 5 & jude K6 DHCP cu yuae J 5 5 sulii! b
crnd 5 80 53 SIS Address Leases (55553 Scope 54 4ald ) 5) ail o3 oo LaLease sualie cuga
S saalidie | LaLease

Address cracid o el (SIS 00K (Bda |y 5,8 S L Las jo Tease wedls dily wial aailin
SBia § o sad Gl LS ) L€ Olamil | Delete 5 o0 sad el ; SuIS Lease (s 55 s Leases
OV lae) @ame asan s)lal Lease s Bda sl €l ool LIS 0 yig ‘}’\94:.0 98 S 5o Lease
ol 2 3Y LT s Bia byt G a5 by o) A Lol LG

C‘,_.i.u;lodfl.éQQJHQL@J]QJ)S‘:)&';&QbLALeasew‘)xapﬁ)bmgb\)g
Jalie D8 ol aladl g il al Jla jo Lease g0 b S J8las coal a5 SIS 0l 51 S8 208
S Jlos 1 55

sk sals Gl o 4Ald) slaatl B i€ SUKTPVA (55550 DHCP oy pae J o€ 5 )

1. Monitoring

2. Troubleshooting
3. Log

4. Reconcile



2008 R2 ;9 pous 59339 a3 y3a 9 (i3 Sy Yo

A olaml | Gl s, e Scope

S LAl | Export List 4558 5 80 a3 coewl 5 SLIS Scope (59550

i SIS Save (59550 9 03 90 padidie |y Export ol al g 6 a0 Jae ™ Save As”s jady 5o
Gdly da g3 .0 Lo . Ly g Excel Word (WordPad Notepad (gladsls s 51 (So Hu 1, (bls
b 4l .o gad saaliie DHCP J gl 5o oS ol (6303 plea Ll 0p) ol sine 45 0als
aaalsa saaldie 0 g 58 Olsie sola sl KLl Lol cadls sudd suls Golaial glLease

.JJ.AS

.Y

DHCP slacasilad ¢l Y-V Y-0

Sosmo 4o (log) iy o L8 Sy 5o ), DHCP (glacllad ol HSu a5k 4 DHCP 5 500

018 DhepSrvLog-Day als s 5 C:\Windows\System32\dhep 4 gy 5o Ll () .aiS o ol G35,

.\aiL.AL;Amgu;JJﬁngéﬁm;ﬂ&&Dayﬁde

Ko a (9sm) Jaae 5o 5T Hu oS wiieua St glals 3) 5y S DHCP o Log slasls

o9 ‘J‘)‘J JHJ LA,J-:L& Q_J‘ L;LAJ;_\_A 6‘)-3 45 u:\LA._\.‘:d 3‘ 6J|Aa:\ JJ"i'u-“ GJJJT ﬁlg‘_\% ‘)k.l.u

Coeal a0 suly C‘)-Ail \—-o JJJ.A

DHCP ;9 yeu ja Log slaJsld ju 0 92 g0 slaalsd 1 V-0 Jgoua

g S
(w501 00) DHCP 5y 50 ol 4 bogs yo 4ulis D
A38) o WS DHCP 5 yeu 0 dlas g, S S A ,6 Date
S38) o W) DHCP 5 5eu 50 ol gy, S 4SSl Time
aay oo 5 DHCP 950 5o 4S solas g, 65 Description
DHCP s, K TP yul IP Address
DHCP ,5,S (Gadile ali) oylisae ol Host Name
wab oo Kad o, (S Guual Glaa € 48 158 ea Gual MAC Address
DHCP S b User Name

S saabio |y Log slasls 51 (S b siae aiil 93 0 00 K& 50

1. Entry
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] ohepSrviog-Fri - Hotepad -100xj
File Edit Format View Help
Microsoft DHCP service Activity Log ;l

Event ID Meaning
01

0 The log was started.

028 The log was stopped.

02 The Tog was tempnrarﬂy paused due to Tow disk space.

10 A new IP address was leased to a client.

11 A Jease was renewed by a client.

12 A lease was released gy a client.

13 An_IP address was found to be in use on the network.

14 A lease reguest could not be satisfied because the scope’s address pool was exhausted.
15 A lease was denied.

16 A lease was deleted.

17 A Jease was expired and DNs records for an expired Teases have not been deleted.

18 A lease was expired and DNS records were deleted.

20 A BOOTP address was leased to a client.

21 A dynamic BOOTP address was leased to a client.

22 A BOOTP reguest could not be satisfied because the scope’s address pool for BOOTP was exhaus:
23 A BOOTP IP address was deleted after checking to see it was not in use.

24 IP address cleanup operation has began.

25 IP address cleanup statistics.

30 DNS update request to the named DNS server.

31 DNS update failed.

32 DNs update successful.

33 Pa(ket dropped due to NAP policy.

34 DNS update request failed.as the DNS update reguest gueue Timit exceeded.

35 DNS update request failed.

50+ Codes above 50 are used for Rogue Server Detection information.

Qresult: O: NoQuarantine, 1:Quarantine, 2:Drop Packet, 3:Probation,6:Mo Quarantine Information Proba

1ID,Date,Time,Description,IP Address,Host Name,MAC Address,User Name, TransactionID, QResult,Probatiol

00,03/01,/13,01:19:49, Started,,,,,o,ﬁ,

55,03/01,/13,01:19:50, Author1zed(serv1c1ng),,B'lgﬁrm com,,,0,6,,,
24,03/01/13,02:19:54 ,patabase Cleanup Begin,,,,,0,6,
25,03/01/13,02:19:54,0 leases expired and 0 leases de'\eted.....o.s...
25,03/01/13,02:19:54,0 leases expired and 0 leases deleted,,,,,0,6,,,
01,03/01/13,03:03:35,stopped,,,,,0,6,.,,

00,03/01/13,07:01:20, Started,,,,,ﬂ,ﬁ

55,03/01/13,07:01:21, Authnr‘lzed(serv‘\c‘mg),,B1gf1rm COMG: i BB
01,03/01/13,01:46:42,stopped,,,,,0,6,,,

00,03/01/13,15:00:22, Star‘tEd,,,,,U,G

55,03/01/13,15:00:23, Author1zed(serv1c1ng),,Es'lgf'lrm com,.,,0,6,,,
24,03/01/13,16:00:27 ,Database Cleanup Begin,,,,,0,
25,03/01/13,16:00:27,0 leases expired and 0 leases de'\eted,,,,,o.s,,,
25,03/01/13,16:00:27 ,0 Teases expired and 0 leases deleted,,,,,0,6,,,
00,03/01/13,16:18:55,5tarted, ,,,,0,6,,

|55,03/01/13,16:18:55 Author1zed(serv1c1ng),,B'lgf'lrm com,,,0,6,,,

| | r

O¥-0 s

3 o) o o gad saaliie a3 Event Viewer )5l 51 o)) 65 oo 1 Laolas 9 o) S sals aBils 8y

sl Ll cl slalog o .ails o (oeu yicws Jsl8 Event Viewer «Administrative Tools «Start yis

B Event Viewer

(080 JS5) 0,K DHCP L, o sl sn JU &

|F|IE Ackon View  Help

&= =F

|2 Event viewer (Local)
=y Custom Views

[E]

Dats and Time Source 10 [ Task Category [ <]
/28/20136:13:37PM  DHCP-Server 1044 Nane .= Open Savedlog...
6/26/2013435:00FM  DHCP-Server 1044 Nore
8/28/20135:18:37PM  DHCP-Server 10020 Nane ¥’ Creaite Clstom View,..
8/27/2013 L45:08FM  DHCP-Server 1044 None Impart Custom View. .
~| Forwarded Events 8/28/20136:18:33PM  DHCP-Server 1056 Nare Clasr gy,
Applications and Services Logs | |l (3 8/30/2013 2: 18:53PM DHCP-Server 1044 None
Subscripions () information 6/24/2013 12:45:11PM  DHCP-Server 1044 Mone ¥ Fiter Current Log:.,
(Dimformaton  7/23{20134:05:44PM  DHCP-Server 1044 Mone Ee e
(i} Information 7/2B/2013 4:17:18PM DHCP-Sarver 1044  Mone =
A1 Warning 7/28/20134:05:43FM  DHCP-Server 10020 Nene M Find:..
(i)informaton  6/25(20134:33:58PM  Dhcp-Client 50036 Servics State Event I save All Events As...
(Dinformation  4/2/2013 1:39:55 P Dhep-Client 50036 Service Staie Event AP————
(D)mformaton  8/27/201312:33:23AM  Dhep-Client 50036 Serviee Stats Event
(Pmformation  8/28/2013521:41PM  Dhep-Client 50036 Service Stats Event View
(Dnformaton  8/28/20135:26:48PM  Dhop-Client 50036 Service State Event el
(i)information  4/5/20132:20:36 AM Dhep-Client 50037 Serviee State Event
(Pinformaton  4/5/2013 1L:S7:05PM  Dhep-Client 50027 Service State Event Help
(iinformation  4/2/2013 2:18:40 AM Dhep-Client 50036 Service State Event
(i)information  8/30/2013Z:17:52PM  Dhcp-Client 50036 Service State Event
(I)Information  6/2%/2013 12:42:32PM  Dhep-Client 50037 Service StatsEvent —|
) 1 4/3/3013 1:23:59 AM Chen-Client 50037 _Service Stats Event =l

O¥-0 Jsi
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DHCP glasalsslisly b 48 ¥-1Y-0
ada 5l lS slalease 5 LaSuperscope daScope 45 b 53 5o oleMbl (5 ,144Ss cuyga DHCP
Ol 59 5wl L8 C:\Windows\System32\dhep amwe 5o Ladsld ol .S oo suliiaul sulaslly
Labls ol 5o olyuas slasl 5 ol sine saaline .03, o )58 suliicul o 50 DHCP s 5 e (51520
2l Sl ol 31 05 ol s i a3y 0lSal 88 gm al Sl 53 DHCP G gy 45303 G

S BB g 1 e g e O
sola 5 asls Hl 8 sad K3 yaue yo g dhep mdb AL L DHCP s3luslSly 4 b g yo Lol L6
oise Gl 59 «SDHCP sulsslSols b i o (sladsls 51 Koo sulaad .asily o LaScope alad oleMis!

b al e wiyls Ll,3
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